VI A A

o INVOICE
» D'HUY Engineering, Inc, No. 61862
P/ Onu East Broad Sireet, Siite 310 Befhicheln, PA 18018 08/28/2020

Phonet 610,868.3000 Fax: 610.861,0181

East Stroudsburg Area School District

60 Vine Street
East Stroudsburg, PA 18301
Mr. Tam Melntyre

High School North Roof Replacement
287010
For Services Rendered From August 01, 2020 To August 28, 2020

DEI Fes = 7% of Congtruction Gost $7,008,635 = $480,604

01 - High Séhool North / Lehman 1.8, ReqfInvestigation
% Complete Inveice Amount

Contract Amount Prevlously Bllled
100,00 $0.00

$12,900.00 $12,900.00

02 - Design, Bidding & Construction Phase Serylees =
Contract Amount Previously Billed
$490,604.00 $333,763.79

% Complete Involce Amount
75.00 $34,189.21

INVOICE TOTAL $34,189.21

[PV A

Prior Billing nformation -~ - oocid
Involce 0 - 30 41 - 60 61-90 Over 90 Balance
51482 13112020 $24,500.27 $0.00 $0.00 $0.00 $24,500.27

$24,500,27 $0.00 $0.00 $0.00 $24,500,27

Total Prior Billing
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V. AZ

- o INVOICE

b D’I‘"I’UY Englﬂe Gl"lflg, 11’10. No. 51843

R/ One Zast Broad Stroet, Suite 310 Pethlohom, PA 18018 CBI28/2020
Phone: 610.865.3000 Tag 610.861,0181

East Stroudsburg Area School District

50 Vine 8troat
East Stroudshurg, PA 183031
Mr, Tom Mclintyre

High School North Sanitary Liner Replacement
287017
For Services Renderad From August 01, 2020 To August 28, 2020

DEl Fes = $52,500 (7% of Estimated Construction Cost $750,000)

00 - Basic Servicas i+t T T ET v e
Contract Amount Previously Billed % Complete Involce Amount
$52,500,00 $27,930.63 80.70 $3,934.82

Reinib.~Reimbusable Submisslon Fees

INVOICE TOTAL  $3,934.82

;Prior Billing Information i :

Invoice 0-30 31 .60 61-90 Over 90 Balance
51484 713112020 $4,657.28 $0.00 $0.00 $0.00 $4,657.28
Total Prior Billing $4,657.28 $0.00 $0.00 $0.00 $4,657.28
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o o INVOICE
IYHUY Enginegring, Inc, No. 51654
B, One Bagt Broad Strest, GUlte 810 Bethlehern, PA 18018 08/28/2020

Phener 610.865,3000 Rax: £10,861,0181

East Stroudshurg Area School Disfrict

50 Vine Street
East Stroudsburg, PA 18301
Mr. Tom Mclntyre

J.T. Lambert Intermediate School & Resica Elementary School Flooring
Replacement
287020
For Sarvices Rendersd From August 01, 2020 To August 28, 2020

DEI Fae = $58,770 (7% of Construcilan Cost $839,680)

00 - Basic Sérvices

bt

Contract Amount Previously Billed % Complete Invoice Amount
$5B,770.00 $49,954.50 80.00 $2,938.50

INVOICE TOTAL  $2,938.50

_Prior Billing Information i o e

Invoice 0-30 31«60 651-90 Over 90 Balance

R A i e e S A B

51487 73112020 $5,877.00 $0.00 $0.00 $C.00 $5,877.00
Total Prior Bllling $5,877.00 $0.00 $0.00 $0.00 $5,877.00
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- o ‘ INVOICE
 DVHUY Engineering, Iuc, No. 1666
/ One Bast Broad Street, Suite 310 Bathlehem, PA 13018 - 0B/28/2020

Phonet 61.0,8568.8060 Fax: 610.861,0181

East Stroudsburg Area School District

50 Vine $ireet
East Stroudsburg, PA 18301
Mr. Tom Melntyre

Transportation Building Underground Storage Tank Removal
287023
For Bervices Randered From August 01, 2020 To August 28, 2020

DEl Fes = $13,750 (7.6% of Estimated Construction Cost $160,000 + $2,500)

00 - Basic Services

Gontract Amount Previously Billed % Gomplete hvolca Amount
$13,750.00 $0.00 16.26 $2,235.45

INVOICE TOTAL $2,23545

Page 1 of 1
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Remit To:

Thomas Mcintyre

East Stroudshurg School District
50 Vine Street

East Stroudsburg, PA 18301

INVOICE

TERMS: NET 30 DAYS or Contract Terms
Finance Charge on Past Due Amount
1.5%/month (18% APR) may apply

Klsinfelder
P. 0. Box 51958
Los Angeles, CA 90061-6258

Invoice Date: 7/10/2020

Invoice No: 001289939
Client No: 130510
Projact No; 20210259.001A

Bill Thru Date: 6/30/2020
Project Manhager: Trevor Dombach

Total Due This Involce: $3,950.00|

Project Name: ESASD High School North Parking Lot

Billing Periad: 6/1/2020 To 6!30/2020
Total Fee 3,950.00
Percent Complete 100.00 Total Earned 3,950.00
Previous Fee Billing 0.00
Current Fee Biiling 3,950.00

Please Pay This Invoice Amount : $3,950.00]

Please Include the abave Involes number en your payment,




COMMUNICATION INDUSTRIES Since 1947

90 Narrows Road, Plymouth, PA 18651
570:779-5355 | F: 570-779-3887 | GUYETTEC.COM

East Stroudsburg School District
50 Vine St

o East Stroudsburg, PA 18301

We hereby submit specifications and bid for:

ESTIMATE & AGREEMENT

20468

Date: September 21, 2020

RE: North Campus Treatment Plant

Furnish the necessary labor to install eight Cameras per print.

Customer to provide cable, jacks, patch panel and rack.

Guyette’s to install listed equipment, install cameras, aim cameras and test.

Quoted Price: $ 3,980.00 + Tax (if applicable)

CONTRACTOR’S GUARANTEE

We guarantee all material used in this contract to be as specified above and the
entire job to be done in a neat, workmanlike manner. Any variations from plan or
alterations requiring extra labor or material will be performed only upon written
order and billed in addition to the sum covered by this contract. Agreements with

our workmen are not recognized.

The above specifications, terms and contracts are satisfactory,

and (I} hereby authorize the performance of this work.

ACCEPTANCE OF BID

DATE

oate 09/21/2020 signed: George W. Monaghan

SIGNED

THIS CONTRACT IS VOID 30 DAYS FROM DATE UNLESS SIGNED AND RETURNED TO BIDDER



STANDARD TERMS AND CONDITIONS

In these Standard Terms and Conditions, Guyette Communications Industries Corporation shall be referred to as “GCI” and the Customer named on the front page of
this document shall be referred to as the Customer. The front page of this document together with these Standard Terms and Conditions is the “Purchase “Order and
constitutes customer’s offer to GCI and shall be come a binding contract upon the terms and conditions stated in this Purchase Order upon acceptance by GCI or
commencement of performance by GCI whichever ocours first. Any proposal for additional or different terms or any attempt by Customer to vary in any degree the
Standard Terms and Conditions below shall not be binding upen GCT and shall be voice and shall have no effect except to the extent expressly accepted in writing by
GCI's authorized representative.

1. PAYMENT, Unless contrary terms are expressly stated on the front page of this Purchase Order payment for the products described in this Purchase Order
(“Products™) shall be due ten(10) days after their delivery to Customer’s place of business. A payment received by GCI more than twenty(20) days after
the date when such payment is due will be subject to an interest charge at the rate of one and on-half percent{1 1/2%) per month or the highest lawful
rate — whichever is less.

2, WARRANTIES, GCI guarantees that the installation work be performed by GCI will conform to the specifications stated on the front page of this document
and that such work will be performed in a neat and workmanlike manner. The foregoing guarantee shall extend for a period of one year after substantial
completion of such work. Customer acknowledges that the products have not been manufactured by GCI and Customer shall took soley to the
manufacturer of the products with respect to claims regarding the conformity of the products with applicable manufacturer specifications and defects in
the products material and workmanship. To the extent assignable GCI shall essign to customer all applicable manufacturer warranties.

THE WARRANTIES DESCRIBED OR ASSIGNED HEREUNDER ARE IN LIEU OF ALL OTHER WARRANTIES, EXPRESS OR IMPLIED
INCLUDING (BUT NOT LIMITED TO) ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

3. LIMITATION OF LIABILITY. In the event that a product malfunction leads to damages or injuries to the product, to the customer’s business, to other
equipment, to a factory or place of business, or to employees or other persons, GCI’s liability shall be limited to repair or replacement of the produet or
its parts if the warranty period has not expired. If such warranty period has expired, GCI shall not be liable for such damages or injuries. It is also
agreed that GCI's liability shall be limited to the amount equal to the customer’s purchase price for the malfunctioning product. THE REMEDIES
PROVIDED FOR HEREIN SHALL BE EXCLUSIVE AND SHALL BE CUSTOMER”S SOLE REMEDIES.

4. ACCESS. GCI and persons authorized by GCI may enter the customer’s place of business and perform such work therin as may be reasonably necessary to
deliver and install the products to their intended location, GCI shall use reasonable efforts to not interfere with customer’s use of its premises in
connection with any entry. GCI shall not be liable for inconvenience to or disturbance of customer by reason of any such entry; provided, however, that
wortk shall be done, so far as practicable, so as to not unreasonably interfere with customer’s use of the premises.

5. RISK OF LOSS: TITLE, Risk of loss and title to any product sold hersunder shall pass to customer upon delivery of the product to the customer’s place of
business

6.  NOTICE OF OBILCTIONS, Customer shall give GCl notice in writing of any objections with respect to the performance of GCI's work within thirty (30)
days after substantial completion, GCI will promptly undertake to remedy same in such manner as may be apptopriate.

7. SECURITY AGREEMENT. Customer hereby grants to GCI as security interest in all of the preducts purchased by customer as debtor and GCI as secured
party (without customer’s signature in statss where such filing are permilled) indicating therein, as types of coflateral, the products described herein and
customer agrees to sign, as debtor and return to GCI any such financing statements that GCI in its discretion submits to customer for signature,

8. TAXES. Unless a contrary notation in writing appears on the face hereof, the prices quoted in this purchase order do not include any sales, use, excise, ad
valorem, receipts or like taxes or any duties, imposts or customs taxes or import surcharges which may now or hereafter be imposed by national, federal,
state or local governments by reason of GCI’s selling the products as deseribed herein. Any and all of the foregoing tuxes and duties shall be borne by
customer,

9. LIMITATION OF LIABILITY, In no event shall GCI be liable for consequential, special, incidental or similar damages.

10, APPLICABLE LAW, This purchase order shall be govemed by and construed in accordance with the laws of the Commonwealth of Pennsylvania. The
forum for all disputes between the customer and GCT including any disputes under this purchase order shall be in Pennsylvania.

11. FORCE MAJEURE. GCI shall not be responsible for any losses resulting if the fulfillment by GCI of any of the terms and conditions of this purchass order
is delayed or prevented by wars, acts of enemies, sirikes, fires, floods, transportation delays or shorlages, labor dispute, riots, insurrections, accidents,
storms, inability to obtain materials or supplies, any interruption in the manufacture of the products by GCI suppliers, any act of God, the action of any
government or any other cause not within GCTs reasonable control.

12. LIMITATIONS OF ACTIONS. No action for breach of contrast for the sale of the products under this purchase order shall be commenced more than (10)
year afler the accrual of the cause of action thereof,

13, JURY TRIAL WAIVER., CUSTOMER HEREBY KNOWINGLY, VLUNTARILY AND INTENTIIONALLY WAIVES ANY RIGHT IT MAY HAVE
TO A TRIAL BY JURY IN RSPECT OF ANY LITGATION ARISING OUT OF UNDER OR IN CONNECTION WITH THIS PURCHASE ORDER.

14, HEADINGS. The headings hereunder are for convenience of reference only and shall in no way define or limét the provisions hercof,
15. AMENDMENT, Any change or medification of these terms and conditions must be made in wriling signed by authorized representatives of each party

16, WAIVER, The waiver by GCI of any breach by Custemer of any terms or condilions or covenant herein shall not be deemed a waiver of any breach of any
other term, condition or covenant.
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Executive Summary

This analysis was commissioned by the East Stroudsburg Area School District to analyze the Wide Area Network’s
current condition and make recommendations for improvement in anticipation of a new project that will create a
private fiber optic network for the school district, connecting all buildings to a central site.

What follows is a report based on one day of site visits, interviews with staff and copies of the current network diagrams
and technical data.

An overall picture of the situation can be summarized as follows:

1. The District has made good investments in network equipment and most sites will require very little in terms of
updated equipment to take advantage of the new network’s increased speed and capacity.

2. The overall design using two data centers is in line with best practices for disaster recovery.

3. Inorderto prepare for the new fiber network, ESASD Tech and Facilities staff need to verify the existence,
ownership and condition of underground conduits that terminate at the building Demarcation Points (Demarcs).

4. Aunified network monitoring system needs to be purchased by the district to adequately monitor network
performance and alert Tech Staff when there is equipment, power or cooling system failure.

Overall Study Methodology

The methodology used to form recommendations for change was to visit the two district data centers as well as a school
building representative of remote sites on the current network. Additionally, technical staff were interviewed to provide
additional information. The following key questions were asked:

What are the current general conditions of the district’s two data centers?

Is there adequate protection for the equipment that is contained within?

Does the main data center have the equipment necessary to serve as the new hub site?

Are there adequate monitoring systems in place for critical network equipment?

Are the district’s other buildings physically ready to accept the new fiber optic network when constructed?
Do the district’s other buildings have the network equipment necessary to take advantage of the new fiber
network?

oA WM E
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Summary of Recommendations

The following list are the recommendations for change. They are explored in detail in the pages below.

Recommendation 1: Verify the complete condition of the conduit entering the HS South building to ensure that the full
path is unobstructed. The current conduits show signs of breakage and need to be repaired.

Recommendation 2: Verify the complete condition of the conduit entering the HS North building to ensure that the full
path is unobstructed.

Recommendation 3: Complete a district-wide site survey to determine readiness for installation.

Recommendation 4: The District should upgrade its current non-data-center main switches to accept 10 GBPS speeds
to take advantage of the increased bandwidth of the new Dark Fiber network.

Recommendation 5: Purchase a duplicate 10 G SFP Module for the HS North main switch.
Recommendation 6: Purchase an off-network monitoring system for the HS North Data Center.

Recommendation 7: Re-rack the new disk system equipment located in the HS North Data Center to a higher location
within the enclosure.

Recommendation 8: The district should purchase a new core switch with capacity to connect all district sites when the
new cabling installation is complete.

Recommendation 9: The district should purchase a unified network monitoring software package to ensure timely
notification of network events.

Recommendation 10: The district should immediately schedule a security review and mitigation engagement to
address the security of the current firewall setup and access control rules.

ESASD WAN Analysis — K12 Tech Solutions, LLC




Current Lit Fiber Network Design

ESASD 10GB District WAN 1Gb
_____ 10 Gb
SMI
PTD

In the diagram above, most of the network connections terminate in the center icon labeled “PTD”. This is the Penn Tele
Data Network Operations Center. This means that all district network traffic flows through the PTD network.

While adequate for current operations, the new design of the district network will keep all internal traffic within the
ESASD sites. Only traffic to and from the Internet will leave and enter the new private network. Currently, Internet
services come from the IU20 network.

The current PTD solution limits bandwidth to most sites to 1 GBPS. This is due to the contract with PTD to provide
connectivity to those sites and the provider’s cost of equipment to provision bandwidth (speed and capacity) at a fixed
cost.

ESASD WAN Analysis — K12 Tech Solutions, LLC 3



New Dark Fiber Network

ESASD 10GB District WAN 10 GB Fiber — New Network
120 10GB F_lber—IUZO Network
10 GB Fiber — District Owned

North

”

In the new network design, all internal traffic flows through ESASD sites with Internet traffic continuing to be provided
from the 1U20 network. This layout is inherently more secure by design. Previously, the transfer of files and traffic from
internal web sites passed through the PTD network leaving them more vulnerable to attack. Now, the district will have a
true private network, securing internal information and reducing the risk of attack.

The new network design uses a concept called “Dark Fiber”. This means that the provider installs fiber optic cable to
each site using the design specified and the district connects their own network equipment at each end. The previous
design uses a “Lit Fiber” method of provision. This gives the network provider the ability to charge for the bandwidth
provided to each site given that they must purchase and maintain their own network equipment at their data center in
order to give the district the ability to connect all buildings.

The diagram above shows a bandwidth of 10 GBPS (an increase of 10X speed and capacity). This speed and capacity can
be increased at any time by the district by upgrading some of the endpoint equipment with no additional monthly cost.

ESASD WAN Analysis — K12 Tech Solutions, LLC




Observations and Recommendations (detail)

The following is a list of observations and recommendations for change in order to prepare for the installation of a new
fiber network.

Main Data Center (HS South)

e Observation: The site appears to have adequate conduit to receive new fiber, but the condition of some of the
current conduit needs to be verified and repaired.

Recommendation 1: Verify the complete condition of the conduit entering the HS South building to
ensure that the full path is unobstructed. The current conduits show signs of breakage and need to be
repaired.

la. The conduits are 6 inch PVC pipes that bring network connections (either fiber optic or
copper cabling) from an elevated pole to the building via trenches and building
penetrations. These pipes eventually terminate in the data center. The current condition of
the conduits that enter the main data center, need to be verified and repaired. The picture
below documents current conditions.

Verizon-owned conduit

District-owned conduit*

District-owned conduit*

* To be verified by ESASD

HS South Main Data Center Conduits

1b. The District should hire a cabling contractor to inspect and repair the full length of the
conduits that extend into the data center. The RFP for the new fiber network should include
language to seal the conduits once the new cable is installed. Additionally, Grounds staff
need to be made aware of the location of the conduits and the conduits should be marked
to avoid damage in the future.

ESASD WAN Analysis — K12 Tech Solutions, LLC 5




Secondary Data Center (HS North)

e Observation: The site appears to have adequate conduit to receive new fiber, but the condition of some of the
current conduit needs to be verified and repaired.

Recommendation 2: Verify the complete condition of the conduit entering the HS North building to
ensure that the full path is unobstructed.

2a. The conduits are 6 inch PVC pipes that bring network connections (either fiber optic or
copper cabling) from an elevated pole to the building via trenches and building
penetrations. These pipes eventually terminate in the data center. The current condition of
the conduits that enter the secondary data center need to be verified and repaired. The
picture below documents current conditions. Note that current environmental conditions
does not allow inspection.

HS North Main Data Center Conduits

2b. The District should clean and remove all vegetation surrounding the pole across the
street from the property to allow for inspection of all conduits. The District should hire a
cabling contractor to inspect and repair the full length of the conduits that extend into the
data center. The RFP for the new fiber network should include language to seal the conduits
once the new cable is installed. Additionally, Grounds staff need to be made aware of the
location of the conduits, vegetation should be removed on a regular basis and the conduits
should be marked to avoid damage in the future.

ESASD WAN Analysis — K12 Tech Solutions, LLC 6



e (Observation: All District buildings that are to receive a connection to the new fiber network need to be
inspected by District staff to verify readiness.

Recommendation 3: Complete a district-wide site survey to determine readiness for installation.

3a. District staff and/or contractors must verify the following items at each network site to ensure that
installation of fiber network cable can be completed in the following project. Each site must be
inspected using the following checklist:

1. Verification of conduit ownership. (Verizon vs. District-owned)

Verification of conduit type and size.

Verification of conduit path and demarcation point (to allow for internal extension of demarc if
necessary).

Verification of condition of the conduit to demarc (look for inside vegetation or collapses).
Verification of a location within the demarc to construct and mount a service loop.

Verification of a location within the demarc to construct and mount a Fiber Demarcation Box.
Verification of a protected cable path from the Demarc Box to the building main network switch.

w N

No o b

The results of the site survey should be compiled into a report that can be used for district
documentation and information for vendors participating in a bid for services.

e Observation: Most district network sites are running at 1 GBPS. The current main network switch can be
upgraded to 10 GBPS at a low cost.

Recommendation 4: The District should upgrade its current non-data-center main switches to accept 10 GBPS
speeds to take advantage of the increased bandwidth of the new Dark Fiber network.

The current main network switches at all non-data-center sites (Cisco 3850 series) will accept 10 GBPS
connections. In order to use that increased bandwidth, a single component (called and SFP Module) needs to be
replaced. Current prices per site for this upgrade range from $100 to $1700 (dependent on the distance from
the site to the HS South Core). These devices are eligible to be purchased through the Federal E-Rate program,
so final pricing will be much less.

This low-cost upgrade will increase the speed and capacity of the internal network by a factor of 10.

ESASD WAN Analysis — K12 Tech Solutions, LLC




Observation: The HS North site network switch is 10 GBPS compliant but needs a spare SFP module to be
installed to prevent a Single Point of Failure (SPOF).

Recommendation 5: Purchase a duplicate 10 G SFP Module for the HS North main switch.

Observation: There is no off-network monitoring system for the HS North data center.

Recommendation 6: Purchase an off-network monitoring system for the HS North Data Center.

6a. Because of the location of the HS North site relative to other district buildings, a power or water
event in the data center could remain undetected for some time. Use of an off-network monitoring
system can aid in resolving trouble quickly.

6b. An example of such a system is below. The price is less than $1000.

Sensaphone IMS-1000

IMS-1000

ESASD WAN Analysis — K12 Tech Solutions, LLC



e Observation: The equipment placement of the new disk array in the HS North data center needs to be
adjusted.

s Recommendation 7: Re-rack the new disk system equipment located in the HS North Data Center to a
higher location within the enclosure.

s 7a. Because of the conditions noted in Recommendation 6, the new disk system is installed too close to
the floor, thereby leaving it vulnerable to water intrusion should there be flooding in the data center.
The current equipment installation position is documented in red:

ESASD WAN Analysis — K12 Tech Solutions, LLC 9



Observation: There is no core switch currently in the HS South Data Center capable of accepting connections
from all other sites when the new network is complete.

Recommendation 8: The district should purchase a new core switch with capacity to connect all district
sites when the new cabling installation is complete.

8a. The current core switch (a Cisco 4500 series) does not have available ports to accept 10+ GBPS
connections from the new Dark Fiber network. The current switch is pictured below:

8b. It is recommended that the District contact its current switch vendor to create a configuration and
pricing for a new core switch with the capacity to handle connections coming from all buildings. This
equipment is eligible for Federal E-Rate Category 2 funding based on the district’s available balance in that

program.
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e Observation: There is no unified network monitoring system currently in use. There are multiple monitoring
systems with no unified reporting and alerting available.

Recommendation 9: The district should purchase a unified network monitoring software package to
ensure timely notification of network events.

9a. There are many systems available to produce a “Single Pane of Glass” view of all network devices.
The advantages to such a system are:

One database of all network devices.

Unified alerts of many types of events — security, availahility, etc.

Unified reparting of network events.

Decreased response time by IT Staff to degraded and out-of-service conditions

il 4

An example of such a system is called “PRTG". It allows monitoring and alerting for every device in the network from a
single system. Pricing is based on the number of objects monitored. The screenshot below shows an example of some
of the services that can be monitored.

Additional information is available at https://paessler.com
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Observation: The district has recently purchased and installed a new perimeter security system.

Recommendation 10: The district should immediately schedule a security review and mitigation
engagement to address the security of the current firewall setup and access control rules.

The district has recently purchased and installed a Fortigate 2201e High Availability Firewall and the
Fortigate SIEM (Security Event and Information Management) system. This purchase puts the district in the
best possible position in terms of network security by using high quality components to address the
perimeter (Internet-facing) network.

The installation was accomplished by using the existing access rules from the previous firewall setup. While
this is the most expedient way to cutover to the new system, best practice dictates that a third party review
the configuration and setup of the new system to insure that access to the district network is restricted to
necessary and secure services coming from and going to the Internet.

The final step in installation is to review the current access control lists, remove unnecessary or deprecated

rules and add new rules as appropriate. Therefore, the district should engage a third-party service to
accomplish this task as soon as possible.

ESASD WAN Analysis — K12 Tech Solutions, LLC
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